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Abstract

The innovations in the banking system which have been in parallel with the technological developments have presented the clients with
different alternatives. One of the alternatives, internet banking, is considered very important especially for customers whose working hours
coincide with those of the banks.In internet banking, even though the banks have taken the necessary precautions as to the security matter, the
most important point to provide the continuity of a secure environment is the literacy of internet users. For this reason, the banks should not
only secure their systems but they should also direct their users to education as to how to be conscious internet literate. In this study, why
Secure Internet Banking Education System (it is named as GIBES), which is designed for internet banking users and prepared as a module for
Computer Supported Education (CSE) is needed has been explained, and how the system is modeled with UML has been illustrated and
GIBES is described.
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1 Introduction

As is seen in every field of today’s competitive world, being one step ahead of your rivals is only possible by applying
different and superior methods from others. The best way of being different and superior than others in service sector is
determining customer needs. The swift development in technology has been closely followed by many sectors such as education,
health, banking, automotive and textile. According to Oztasiran and Kurkcuoglu, It is possible to consider banking sector as the
leader of technological developments (Oztasiran, Kurkcuoglu, 2009).

In accordance with customer needs and technological developments, banking industry has started using alternative delivery
channels. The alternative delivery channels in banking industry can be grouped in three headings (Altan, Karasioglu, 2004).
These are:

- Automated Teller Machines (ATMs)
- Phone Banking through Call Centers
- Internet Banking

With the help of these delivery channels which supply autonomy from the branches and the working hours of the banks,
customers may carry out their banking operations with more resilience and ease.

In the banking system of our country, there are 49 banks in service between the periods of April — June 2009.The number of
deposit banks is 32, development and investment bank is 13 and participation bank is 4. Three of the deposit banks are public
capital oriented, 11 of them are private capital oriented, and 17 of them are foreign capital oriented (TBB, 2009). As can be seen
from the number announced by Turkish Banking Corporation, the banking sector in our country has developed considerably. The
criteria that shape the choice of the customers can be listed as the number of ATMs, easy accessibility of branches, phone
banking. Without doubt, one of the most important of these reasons is the availability of internet banking.

The internet banking which is mostly preferred by bank customers who have to be in their offices during the limited working
hours of the banks has as many facilities as it has a number of threats. In order to feel secure from the dangers faced in internet
banking, the security measures taken by the banks may not suffice but it also requires the customers to be aware of the dangers in
the internet.

2 Internet Banking

There have been various definitions of Internet Banking.

Berber (2006) has defined internet banking as ‘an alternative delivery channel through which banking services are performed’.

Liao has used the definition of ‘The provision of operations such as opening an account, money transfer, finding out the bill
details and paying off the bill’ (Liao, Shao, Wang, Chen, 1999).

And Altan (2004) described it as ‘Internet banking is a service through which a person can do everything apart from
depositing and withdrawing money by himself on the bank’s website irrespective of place and time (Altan, Karasioglu, 2004).
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Internet banking can be defined as banking services which eliminate the obligation of having to go to the bank branch during
the working hours of the bank and having to wait in the queue, which can be accessed from everywhere where internet is
available, through which all banking operations can be carried out except physical money operations.

With the advantages of low cost, easiness, product diversity and swift information exchange, Internet Banking has been
considered as the most appropriate delivery channel by both the banks and the consumers, and so has spread quickly in all over
the world (Usta, 2005).

2.1 Threats

Acording to Zeydan (2006), the possible threats to be faced by home users of the internet can be listed as :
e The operation system flaws
e User account flaws
e  Sharing and services
e Web browser flaws
e Unreliable Software and Spyware
The possible threats from web and internet:
e Viruses,
Worms,
Trojan and hacker attacks,
Key loggers and phissing,
Dialer,
Other possible threats,

Most of the stated threats spring from the fact that computer users are not very good at computers and they are not internet
literate. This knowledge scarcity that we may as well call unconscious internet literacy may come to an end with the application
of lifelong learning concepts into life.

In the researches carried out on the usage of internet banking, security matter has become more apparent. Some studies and
the results related to security can be listed as follows:

In the study of Usta called ‘A study about the reasons for consumers not using Internet Banking’ he has stated ‘according to
the results of the study aiming to determine the reasons of civil servant consumers in our country not using internet banking but
have an internet connection, security concerns is seen as the most important factor behind not using IB (Usta, 2005).

Altan and Karasioglu, as a result of their study called ‘A study on the usage of Internet Banking by All levels of Society’
stated ‘The most important reasons for not using Internet Banking are not having anything to do with the bank, not having any
confidence in the operations carried through the Internet and not knowing how to use the internet’ (Altan, Karasioglu, 2004).

The comments of Barisik and Temel, as a result of the study called ‘The awareness of Security matters in the usage of Internet
Banking ( SPSS analysis based on Survey Application) has commented ‘The Awareness of Internet Banking and the confidence
in Internet Banking boosts the usage’ (Barisik, Temel, 2007).

The result of the study of Oztasiran and Kurkcuoglu ‘Online Services in Banking Industry in developing countries and
development suggestions’ states ‘According to the studies carried in the field of banking, the most important factors affecting
the acceptance of online banking are security and secrecy’ (Oztasiran, Kurkcuoglu, 2009).

Undoubtedly, the reason for the security matter to be on the carpet is financial investments. Customers, no matter how much
they have, want to make sure that their investments in the bank are secure, However, in internet banking the security is to be
provided by both the bank and the customer himself. While the bank is liable for the security of its system, there are a good
number of security measures, such as his/her computer and keeping his/her password secret, that the customer is to take. There
might appear identity theft unless the user take the necessary precautions, making the user a misery.

Identity theft is a way of fraud in which personal details of somebody else are used unauthorized (Kocamaz, 2009).

The most common identity theft can be listed as follows:

o Keylogger
Screenlogger
Phishing
Spyware
Social Enginering

When looking at the ways of internet theft, it can easily be seen that these ways usually result from user carelessness and
negligence. A user who is unaware of the threats of the internet can be seen as a possible internet banking sufferer.

2.2 Sufferers

Cyber Bank sufferers community, founded on 5th November, 2006, has been looking for solutions to the problems of
sufferers in our country who have been deceived in the field of information as a result of cyber security weakness. The goal of
this community is to attract the attention of the media to this national problem which is waiting to be solved for a long time and
has a lot to to with all levels of our society , and is to find a solution to cyber security problem by coordination between public
and private institutions, especially the banks.
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With the complaints received by cyber bank sufferers, the number of cyber bank sufferers and the proportion of them to the
banks in the website ‘www. Cyberbanksufferers.com’ are as follows:

Table 1: The number of Cyber bank sufferers and their proportion to the banks

Bank The number of sufferers The number of refund
Garanti Bankasi 931 1
Is Bankasi 17 -
Koc bank 12 -
Akbank 49

TEB 7 3
Yapi Kredi 561 1
Oyakbank 13 -
HSBC 1 1
Vakifbank 17 -
Kuveyt Turk 2 1
Finansbank 4 1
Ziraat 5 -
Denizbank 1 -
Fortis Bank 1 -
Sekerbank 3 -
Tekfenbank 1 -
Turkishbank 1 -
BankAsya 1 -

2.3 The Current Situations in the Banks

Customers have to be careful while in internet banking. Besides, there are various security applications taken by the banks.
Demirer (2006) lists these applications as follows :
1. Garanti Bank and Is Bank make their customers use programs which prevent the operation of key logger and
screenlogger softwares by the names of ‘Security Shield” or ‘Security Circle’.
2. The precautions taken by Yap1 Kredi Bank such as the restriction of IP numbers, which customers use to connect to the
bank and the determination of usage time
3. As many banks use, the restrictions to money transfer
4. The inaccessibility of some accounts of the customers
5. With the devices such as sifrematik (passwordcounter) and i-keys which give single use passwords (disposable
passwords) serviced by Garanti, Is and Koc Banks, the security of internet banking is intended to be increased.
Along with these things, there exist applications such as ‘Cyber Keyboard’, used by many banks, and ‘Photo verification, just
started to be used by Garanti.

2.4 The necessity of Education

In internet banking where our credentials and investments are kept, thus making it an obligation for the highest security, it is
clear that the number of victims (sufferers) is rather high. Although banks fulfill the necessary precautions for their systems, the
users usally fail to use the internet banking correctly, thereby causing a loss as a result of which most of the court cases in
internet banking faruds usually result against the customers. Notwithstanding the fault caused by the user, not only the customer
but also the bank should be held responsible for this grievance.

Banks generally inform their customers through warnings on their websites, yet internet banking neither keep track of the
customers nor impose any sanctions as to their customers follow the up-to-date warnings or they take these warnings into
consideration even if they follow. ‘Are the banks responsible for the tracking of their customers following the up-to-date
warnings and complying with them?’ the answer to this question is to do with law and we have been unaware of such a law
enforcement and it has to be dealt in detail.

The duties of banks about the security of internet banking can be listed as:

e Raising the awareness of their customers,

e  Giving sufficient education to their staff and customers

e Keeping your system secure: System security here means not only the system security in the the physical area of the
bank itself but a coordination of system security which also includes the security of the physical area of their customers
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3 Case Study

The system introduced in this study has been modeled in compliance with object oriented UML methodology by using Visual
Paradigm CASE tool. (GIBES)Secure Internet Banking Education System has been developed through Adobe Presenter.

As is known UML is the methodology of modeling the system for object oriented applications.

Visual Paradigm is a UML case tool supporting UML 2.1 version and renewing itself synchronically with the appearance of
UML. It has been developed by Visual Paradigm International Ltd in Hong Kong. This tool has been designed for a wide range
of user group such as software engineers, system analysts, work analysts who urge to use a reliable tool in large scale projects
and object oriented softwares. A fiee version of it, not used for commercial purposes, is available.

Adobe Presenter is a software through which you can easily produce rich education objects in joint with Miscrosoft
Powerpoint Interface and Adobe technologies.

3.1 The operation steps of UML methodology

Ayvaz (1999) had been quoted UML process steps as follows; 1.Use case Modelling, 2.Use case Verification, 3.Category
Modelling, 4.State transition diagrams, 5.Component Modelling, 6.Development Model, 7.General Concepts (Ayvaz, 1999).
UML steps are modelled using Visual Paradigm CASE.

3.2 Notation of Visual Paradigm

The diagrams that Visual Paradigm for UML supports (www, 2009):
1. Class diagram: A static data set (chart) which shows the classes and features of the system, and the correlations between
classes.
2. Sequence diagram: A kind of interaction diagram showing the order of operations.
3. State machine diagram : A moving model composed of finite states, the transactions and occurings between these
situations
4. Component diagram : A diagram showing the other components of the system.
5. Package diagram: A diagram showing the connections between the packages
6. Composite structure diagram : A diagram showing the inner structure of a class
7. Interaction overview diagram : An interaction diagram representing the nodes (connections)
8. Use case diagram : Presents the actors and their roles and use cases in the system with a graphical configuration.
9. Communication diagram : Presents the combination of the date taken from class, order and use case diagrams
10. Activity diagram : A diagram showing what the componets of the system are used for
11. Deployment diagram :The physical deployment of the structures in the target deployment
12. Object diagram :A diagram in which at a certain time, a part or the whole of the structure of the modeled system is
monitored.
13. Timing diagram: A diagram used for monitoring the movements of the object in a certain period of time.
According to UML methodology, while modeling the problem with Visual Paradigm, a part of the notations used in the
diagrams is shown in Fig. 1.
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@ Use Case W s *| B LifeLine B tretance Spacdication
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Fig. 1: The UML notations of Visual Paradigm
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3.3 Modeling GIBES

After the problem to be solved is identified, the objects are specified.Then, in accordance with these object definitions, class
diagrams are prepared. The next step is the building up of the scenarios forming the basis of the solution. After scenarios are
designed for each action, the modeling stage of the appropriate diagrams of these scenarios is realized.

Context diagram (Problem)

To develop an Instruction module through which users (viewer, manager ) will be notified against possible threats (virus,
worm, Trojan) and informed about protection methods (antivirus, conscious use and firewall) and enable them to use internet
banking safely in the operations of different banks internet bankings, and to supply the use of this system (delivering cds,
publishing through the web) The database operations (uploading, deleting, updating) of the system are carried out by the admin.
Objects

GIBES > Object Threat - Object Instruction Module - Object
Bank = Object Protection Method - Object Admin - Object (as an Actor)

Class Definations
In this step class names, attributes and operations are described (Fig. 2).

Fig. 1 Class definations for GIBES

Use Case Diagram
This step describes the general design (Fig. 3) or detailed design of the system.
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Fig. 3: The relationship between the user and the system in GIBES

Senarios
All scenarios should be described in this step.
Sample scenario:New protection method addition scenario
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Prerequisite: The official should have the authority to add a new protection method.(Admin)
e The official signs in the system (user-name, password)
e Opens the add a new protection interface
e Enters the new protection method data (k_y no, k_y adi, k y aciklama, k y turu)
e Verifies the operation (Save)
Exception: Includes coded data (the protection way is available in the same code)
Diagrams
In this step, all scenarios should be modeled by one by sequence diagram (Fig. 4) and state diagram (Fig. 5).
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Fig. 2: Sequence Diagram for sample scenario
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Fig 3: Adding new protection way

The content of Secure Internet Banking Education System
Education which is very important in every part of life is also crucial in internet banking in which great loses are possible just
because of the users not being internet literate.
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Secure Internet Banking Education System intended to be used by the users of internet banking is designed to contribute to the
awareness of the internet banking customers.
Threats in the net:
e Malware
e Keylogger
e Phising
e Spam
The protection ways from the internet threats
e Antivirus programmes
e Firewall
Conscious internet literacy includes:
e Watching for counterfeit e- mail and web sites
e Checking the security of the system before signing in the personal details.
e  Using various passwords and changing them periodically
e  Using up-to-date antivirus program
e Checking credit card statements

The content of the education which lasts 27 minutes is prepared visually and audibly with Adobe Presenter. Each section is
designed in a video format, and with the features provided by Adobe Presenter, it is possible to go between the sections as
required. By entering key words from search tab, being able to do research in the education is possible.

The system can also be compiled in PDF file format and thus can be carried in storage devices such as CD, DVD and may
operate offline. To publish on the net, it is required to edit in web format. The system has been tested in Internet Explorer 8.0,
Google Chorme and Mozilla Firefox 3.6 web browsers. It operates free of problems in Internet Explorer 8.0 but some problems
arise in Google Chorme and Mozilla Firefox 3.6 web browsers.

g ] P
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» Tehditler - : - . ~ =
e ﬁrﬂug - » Worm (Solucan) g —
. LERE ‘
~ Bilingli Internet Okur-yazarlig e oo BT AL
~ Adware (Reklam Yaalimi)

» Viriis

Fig. 4. Homepage of GIBES Fig.7. One of the interface of system

The main page of the education module can be seen in Fig.6. In the main page the subjects to be found in the content of the
education are listed. Subjects are found as headings on the left panel of the secreen. The transitions between the subjects will be
done through choice list or with the icons ‘previous — next’ in the area where education videos can be seen.

It is possible to do research in the education (instruction) with any key word. In order to do research, click on the ‘Find’
button in the panel on the right of the secreen and write the key word in the text entry screen. At the end of the search process
education pages which are relevant to the search criteria are listed (Fig.7).

4  Conclusion

That today individuals who work at a hectic pace want to benefit from technology is a requirement arising from the urge to
use his / her time efficiently. While saving time through internet banking but losing money at the same time is an undesirable
situation for both the customer and the bank. In order to avoid victimization from internet banking, the duties of the banks can
generally be summarized as follows:

e To ensure the security of their systems

e Toraise their customers’ awareness against the potential dangers on the Internet

e To educate internet banking users about being conscious internet literate and even to make these educations compulsory.
e To contact their customers swiftly for constructive results when an unusual operation is realized in customer accounts.

It is the job of the banks to break the prevalent mistrust of internet banking and eliminate the prejudices of users about
security. Overcoming such dificulty will only be made possible through education and raising the awareness of the public.

The GIBES product developed in this study is used in pdf file as a single user desktop application. However, it is also possible
to be used as a parametric multi user application

What’s more, GIBES is still a study in progress. Improvements on the product are planned in such a way as to enable the
disabled to understand. For this reason, adding sign language and plugin description for the deaf and adding subtitles under the
videos for the blind are intended to be put in the system, thus creating texts in which images can easily be dubbed
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The next step is to translate the study into other languages by taking the culture and banking applications into consideration so
as to take its place in the internet banking applications of other countries.
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